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trum? Side with
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| be happiest
digital dweller.

The Man
With No
Secrets
—at All

Security level: 1 ]

4

Profile: You're a digital exhibi-
tionist—and an identity thief's
perfect target.

Digital tech: One password to
rule them all (last four of your
Social Security number should
do it); unsecured Wi-Fi; phone
Password Lock set to Off.
Social networks: Facebook,
Snapchat, Pinterest, Twitter,
Instagram—you name it. Privacy
settings? What are those?
Commerce: The more retail
loyalty programs you can join,
the better you like it.

You Floss
Clear Your
Web Cache

Security level: 2 @@l

4

Profile: Sure, you know the
NSA and Target are both listen-
ing in. Creepy? Sort of. You'll
take precautions—but you're
not giving up Scramble With
Friends just to make a point.
Digital tech: For Web brows-
ing, privacy add-ons (e.g., HTTPS
Everywhere, Disconnect); for
email, two-step verification

and strong passwords; WPA-
encrypted Wi-Fi.

Social networks: All networks,
but with strong privacy settings
and a password manager.
Commerce: Amazon Prime,
baby ... You can't give up

Realistic

Security level; 3 ‘ i ﬂ

4

Profile: They laughed at your
talk of government surveillance,
but that was before Edward
Snowden. Wha's paranoid now?
Digital tech: VPN (virtual pri-
vate network), OTR (Off The
Record) instant messaging for
laptops, and Silent Circle for
mobile phone calls; PGP (Pretty
Good Privacy) email encryption.
Social networks: Offline
only—you meet your buddies at

the Def Con Hacking Conference.

Commerce: No loyalty cards;
you give “Jenny's Number"
(XXX-867-5309) to store clerks
to look up "your" account.

Security level: 4

Profile: You're a CIA agent or
democracy activist in a totali-
tarian state. Or maybe you
just think like one. Welcome to
the privacy rabbit hole.
Digital tech: Air-gapped
computers (meaning no Web
connection) for sensitive files;
burner phones; the Tor bundle
with VPN, Open-source
technology.

Social networks: Offline
only. Immediate family, trusted
members of your doomsday-
prepper network.

Commerce: Cash, barter in
MREs . . . or bitcoins.

Security level: 5

Profile: You don't want to
worry about digital snooping—
ever. So you've gone offline.
Digital tech: Does finger
painting count? Absolutely no
computers.

Social network: Other wood-
land creatures, your reclusive
aunt.

Commerce: Cash, foraging for
edible roots.
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Email Encryption Forensic Backups
Social Media Sniffers Spoliation
Cloud Computing Data Mining Litigation Holds
(vicITeec(): cc)?[(gagio) Hacking Keystroke Loggers
Thumbcams Disappearing Texts Remote Access

Leaving Devices On Malware Call Spoofing



Who Has It? Where Is It?

Retrievable?



Model Rule 1.1
Comment 8

AMERICAN BAR ASSOCIATION . .
“Fo maintain the requisite knowledge and

skill, a lawyer should keep abreast of
changes In the law and Its practice,
Including the Dbenefits and risks
assoclated with relevant technology,
engage In continuing study and
education and comply with all continuing

legal education requirements to which
the |Iawn/ar 1 cirithiact
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competent representation includes knowledge C
social media and an understanding of how it will
iImpact the ¢ | 1 eaqadedirsluding the c | | g

credibility. - _ _ _
If7a c | 1T epostnogs on social media might
iImpact the ¢ | 1 elagdl matter, the lawyer must

advise the client of the legal ramifications of

existing postings, future postings, and third party

comments. Advice should be given before and
or tho | e




2 California ESI

CALIFORNIA REPUBLIC

I
A fundamental duty of an attorney is 0 [ tmairdain

Inviolate the confidence, and at every peril to himself
or herself to preserve the secrets, of his or her
clienté

é duty to assert the attorney-client privilege to protect
confidential communications between the attorney
and client which are sought in discoveryé

e privileged information, of a client remain
confidential and that the attorney's handling of a
client's information does not result in a waiver of any
confidence, privilege, or protection, Is a fundamental
part.of.an.attorneVv's.dutv.of-competence.



Texas Disciplinary
Rule 1.05

é shall not knowingly i r e vcenadential
iInformationé o
Confidential information Includes both

privileged Information and unprivileged
client information

Unprivileged client information means all
iInformation relating to a clienté



HaV e IS0R GHPPASERY Y RARIES: 12
characters)

A strong 12-character password + 17 years to
crack

Donouse the same password
everywhere

Change your passwords regularly

Do not have a fle named N pas s W
Oon your computer
Change the defaults



nelson / simek security basics:
Laptops should be protected with whole

disk encryption T no exceptions.

Backup media should be encrypted (if
online, both In transit and while stored).

Thumb drives should be encrypted.

Make sure you have a PIN for your
phone.

Donaoase ns wi pto meptect your

nhAanno



nelson / simek security basics:

Make sure that you can wipe your data
remotely If you lose your phone.

Use a single Integrated product to deal
with spam, viruses, and malware.

Encrypt Wireless networks i WPA or
WPA?2

Apply/install all critical software patches



nelson / simek security basics:

Don @mde an XP computer or other
unsupported software

Control Access
Cloud: understand your provider contract

Watch permissions requested by social
media

Cyber Insurance?



nelson / simek security basics:

Dispose of your date receptacles

SECURELY

A Digital copier

A Computers

A Thumb drives/SD cards

A Low tech: SHRED!
Use wireless networks with great care

Use a VPN or other encrypted connection
for remote access






We're updating our terms and policies and
introducing Privacy Basics

Facebook <notification+m55m5gmx@facebookmail.co
Sent Mon 11/24/2014 11:05 AM
To:  KenRaggio

Qver the past gadl, we've introduced new features
n Facebook e

YN .
T INTIAICY)
o S R'AFLE ‘,’

and controls to help you get more out of Facebook,
and listened to people who have asked us to better
explain how we get and use information.

Hi Ken, Now, with Privacy Basics, you'll get tips and a how-to
guide for taking charge of your experience on

We wanted to let you know we're updating our terms Facebook. We're also updating our terms, data policy

and policies on January 1, 2015 and introducing and cookies policy to reflect new features we've been

Privacy Basics. You can check out the details below or working on and to make them easy to understand. And

on Facebook. we're continuing to improve ads based on the apps

and sites you use off Facebook and expanding your
control over the ads you see.






