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List of Concernsé 

Email 

Social Media 

Cloud Computing 

Recording 
(video & audio) 

Thumbcams 

Encryption 

Sniffers 

Data Mining 

Disappearing Texts 

Hacking 

Forensic Backups 

Spoliation 

Litigation Holds 

Malware 

Keystroke Loggers 

Remote Access 

Call Spoofing Leaving Devices On 



Who Has It? Where Is It? 

Read? Retrievable? 



Model Rule 1.1 

Comment 8 

To maintain the requisite knowledge and 

skill, a lawyer should keep abreast of 

changes in the law and its practice, 

including the benefits and risks 

associated with relevant technology, 

engage in continuing study and 

education and comply with all continuing 

legal education requirements to which 

the lawyer is subject. 



Competent representation includes knowledge of 

social media and an understanding of how it will 

impact the clientôs case including the clientôs 

credibility.  
If a clientôs postings on social media might 

impact the clientôs legal matter, the lawyer must 

advise the client of the legal ramifications of 

existing postings, future postings, and third party 

comments. Advice should be given before and 

after the law suit is filed 



California ESI 

A fundamental duty of an attorney is ó[t]o maintain 

inviolate the confidence, and at every peril to himself 

or herself to preserve the secrets, of his or her 

clienté 

éduty to assert the attorney-client privilege to protect 

confidential communications between the attorney 

and client which are sought in discoveryé 

éprivileged information, of a client remain 

confidential and that the attorney's handling of a 

client's information does not result in a waiver of any 

confidence, privilege, or protection, is a fundamental 

part of an attorney's duty of competence. 



Texas Disciplinary 

Rule 1.05 

éshall not knowingly ñreveal confidential 

informationéò 

Confidential information includes both 

privileged information and unprivileged 

client information 

Unprivileged client information means all 

information relating to a clienté 



nelson / simek security basics: Have a strong password (at least 12 

characters) 

A strong 12-character password ± 17 years to 

crack 

Donôt use the same password 

everywhere 

Change your passwords regularly 

Do not have a file named ñpasswordsò 
on your computer 

Change the defaults  
(wireless router, server, operating system, etc.) 



nelson / simek security basics: 
Laptops should be protected with whole 

disk encryption ï no exceptions. 

Backup media should be encrypted (if 

online, both in transit and while stored). 

Thumb drives should be encrypted. 

Make sure you have a PIN for your 

phone.  

Donôt use ñswipingò to protect your 

phone.  



nelson / simek security basics: 

Make sure that you can wipe your data 

remotely if you lose your phone. 

Use a single integrated product to deal 

with spam, viruses, and malware. 

Encrypt Wireless networks ï WPA or 

WPA2 

Apply/install all critical software patches 



nelson / simek security basics: 

Donôt use an XP computer or other 

unsupported software  

Control Access 

Cloud:  understand your provider contract 

Watch permissions requested by social 

media 

Cyber insurance? 



nelson / simek security basics: 

Dispose of your date receptacles 

SECURELY 

Å Digital copier 

Å Computers 

Å Thumb drives/SD cards 

Å Low tech: SHRED! 

Use wireless networks with great care 

Use a VPN or other encrypted connection 

for remote access 
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